PHAT000026 



1 01.03.2001 
Frequency sensor for each interface of a data carrier 



The invention relates to a data carrier data carrier for the transfer of 
communication data via at least two interface means having first interface means for 
receiving a first communication signal, and having second interface means for receiving a 
second communication signal, and having processing means to which a first clock signal 
5 derived from the first communication signal or a second clock signal derived from the second 
communication signal can be applied for the processing of the transferred communication 
data and having reset means for resetting the processing by the processing means. 

Such a data carrier of the type defined in the opening paragraph is known from 

10 the document EP 0 945 828 and is formed by a transponder of a smart card. In a contact- 
bound mode of operation the known data carrier is adapted to transfer communication data 
from or to a write/read station via a contact pad of the smart card. The contact pad and the 
input stages arranged after the contact pad form first interface means which can inter alia 
receive a first communication signal from the write/read station, from which communication 

1 5 signal a first clock signal is derived. 

In a contactless mode of operation the known data carrier is adapted to transfer 
communication data from or to a transmitting/receiving station via an antenna stage of the 
smart card. With the antenna stage a high frequency second communication signal can be 
received. The antenna stage and the input stages arranged after the antenna stage form second 

20 interface means. One of these input stages is a voltage supply stage for the voltage supply to 
the module of the data carrier and another input stage is a clock derivation stage by means of 
which a second clock signal of a second clock frequency is derived from the second 
communication signal. 

The known data carrier further has processing means which include a central 

25 processing unit and a memory and which are adapted to process and store the communication 
data. For this purpose, either the first clock signal, the second clock signal or an additional 
internally generated third clock signal can be applied to the central processing unit, to define 
the processing frequency of the central processing unit. 
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The known data carrier further includes reset means to which reset information 
for resetting the processing in the central processing unit in the contactless mode of the 
voltage supply stage and the clock derivation stage of the second interface means. The 
voltage supply stage supplies reset information when it is not possible to generate an 
5 adequate supply voltage and the clock derivation stage supplies reset information when it is 
not possible to derive a second clock signal. 

In the contact-bound mode the processing means can be reset by reset 
information received from the write/read station via the contact pad. Resetting of the 
processing of the processing means causes the processing of the communication data to be 

10 reset and the processing sequence to be repeated from the beginning. 

It has been found that the known data carrier has the drawback that in the contact-bound 
mode the processing clock applied to the processing means is not tested at all and in the 
contactless mode it is not tested whether the processing clock lies within given frequency 
thresholds, in order to guarantee a maximal security for the communication data processed by 

1 5 the processing means, which communication data may be security-related data. This is 
particularly important because by means of so-called voltage contrast analysis method a 
hacker could detect communication data processed and stored in a data carrier by applying a 
processing clock signal of very low clock frequency to the processing means and determining 
the variations of the potential at particular positions of the hardware of the data carrier with 

20 the aid of the electron microscope. 



It is an object of the invention to provide a data carrier in which even in the 
case of a simultaneous communication via both interface means a constantly high level of 
security is achieved for communication data processed and stored in the data carrier. 

25 According to the invention, in order to achieve this object with a data carrier of the type 
defined in the opening paragraph, a first frequency sensor is included, which is adapted to 
supply first frequency reset information to the reset means when a first clock frequency of the 
first clock signal or the frequency of the first communication signal lies below a first lower 
frequency threshold, and a second frequency sensor is included, which is adapted to supply 

30 second frequency reset information to the reset means when a second clock frequency of the 
second clock signal or the frequency of the second communication signal lies below a second 
lower frequency threshold, and the reset means are adapted to reset the processing by the 
processing means when the first clock signal is applied to the processing means and the first 
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frequency reset information is received or when the second clock signal is applied to the 
processing means and the second frequency reset information is received. 

Thus, it is achieved that the frequencies of the first and the second 
communication signal applied to the data carrier via the first interface means and the second 
5 interface means or the clock frequencies of the clock signals derived from the communication 
signals are checked to ascertain whether they are higher than given lower frequency 
thresholds. The frequency sensors supply frequency reset information to the reset means if 
the clock signal applied to the processing means as processing clock has a clock frequency 
that is too low. 

10 This has the advantage that, also in the case of parallel communication via 

both interface means, the reset means reset the processing means - resulting in a loss of 
communication data already processed - only when the clock frequency of the first or the 
second clock signal applied to the processing means as processing clock lies below the given 
lower frequency threshold and there is actually a security problem. 

1 5 The measures defined in claim 2 have the advantage that the frequency sensors 

also check whether the clock frequencies of the first and the second clock signal or whether 
the frequency of the first and the second communication signal is higher than given upper 
frequency thresholds. This situation could give rise to impermissible operating conditions as 
a result of timing problems of the processing means, which conditions could be used by a 

20 hacker in order to detect security-related communication data. 

The measures defined in claim 3 have the advantage that when neither via the 
first interface means nor via the second interface means a communication signal is received 
from which a clock signal could be derived and, as a consequence, no regular contactless or 
contact-bound communication with the write/read station or the transmitting/receiving station 

25 takes place, the reset means reset the processing means and thus preclude hacking of 
processed or stored communication data. 

The measures defined in claim 4 have the advantage that it is not necessary to 
wait until the time of, for example, a few hundred microseconds required for power up upon 
a reset of the processing means has expired before the calculating stage 14 is again capable 

30 of processing communication data. Thus, the transmitting/receiving station or the write/read 
station can start the communication with the data carrier without any loss of time, which has 
the advantage that the communication can proceed more rapidly. 

The measures defined in claim 5 have the advantage that, when the first 
frequency sensor indicates that the first clock frequency of the first clock signal is lower than 
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the lower frequency threshold, the first clock derivation stage derives the first clock signal in 
a different manner so as to obtain a first clock signal whose first clock frequency is higher 
than the lower frequency threshold and is suitable as the first processing clock. 

The measures defined in claim 6 have the advantage that the data carrier can 
5 be manufactured particularly cost-effectively. 



The invention will now be described in more detail with reference to an 
embodiment given by way of example but to which the invention is not limited. 

Fig. 1 shows a smart card for the simultaneous contactless and contact-bound 
10 communication of communication device, whose data carrier has a frequency sensor for each 
interface means in order to supply frequency reset information. 

Fig. 2 shows the variation of the frequencies of communication signals and the 
variation of the reset information RI as occurring the data carrier of Fig. 1 as functions of 
time. 

15 

Fig. 1 shows a write/read station 1 , a transmitting/receiving station 2 and a 
smart card 3. A data carrier 4 of the smart card 3, which data carrier takes the form of an 
integrated circuit, is adapted to provide contact-bound communication with the write/read 
station 1 and to provide contactless communication with the transmitting/receiving station 2. 

20 The write/read station 1 includes processing means 5 adapted to execute a first 

communication protocol and to process first communication data KD1 to be supplied to the 
smart card 3 or received from the smart card 3. The write/read station 1 farther has a contact 
pad 6, which corresponds to a contact pad 7 of the smart card 3 and which is defined in the 
standard IS07816. The write/read station 1 now takes the form of an automated teller 

25 machine of a bank. 

When a user of the smart card inserts the smart card 3 into the write/read 
station 1 the corresponding contacts of the contact pads 6 and 7 enter into contact with one 
another. Via a respective one of the contacts of the contact pad 7 the data carrier 4 then 
receives a first supply voltage VU1, first reset information RI1, a clock signal TS, the first 

30 communication data KD1 as well as further signals, which are symbolically represented 
together as a first communication signal KS 1 . 

The transmitting/receiving station 2 includes processing means 8 adapted to 
execute a second communication protocol and to process second communication data KD2 to 
be transmitted to the smart card 3 or received from the smart card 3 . In the present case, the 
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communication protocol executed by the processing means 8 complies with the standard 
IS014443. 

The transmitting/receiving station 2 further includes a transmitting/receiving 
stage 9 via which the second communication data KD2 to be transferred can be supplied from 
5 the processing means 8 to a transmitting/receiving stage 10 of the smart card 3 as second 
communication signal KS2. Here, the second communication signal KS2 is a high-frequency 
signal having a frequency of 13.56 MHz, as laid down in the standard IS014443. 

The data carrier 4 now has first interface means 1 1, which also execute the 
first communication protocol and are then adapted to receive the first communication signal 

10 KS1 from the write/read station 1 and to supply the first communication signal KS1 to the 
write/read station 1 . 

The data carrier 4 farther has second interface means 12, which also execute 
the second communication protocol and are then adapted to receive the second 
communication signal KS2 from the transmitting/receiving station 2. The second interface 

1 5 means 12 include modulation means for carrying out a load modulation of the second 

communication signal KS2 in accordance with the second communication data KD2 to be 
transmitted. The second communication signal KS2 influenced by the load modulation can be 
received by the transmitting/receiving station 2 and the transmitted second communication 
data KD2 can be detected by the processing means 8 by demodulation of the influenced 

20 second communication signal KS2. 

The data carrier 4 farther has processing means 13, which include an 
calculating stage 14 and a memory stage 15. The calculating means 14 is formed by a 
microprocessor of the 80C51 type and the memory stage 15 is formed by a RAM (Random 
Access Memory), a ROM (Read Only Memory and an EEPROM (Electrically Erasable 

25 Programmable Read Only Memory). The calculating stage 14 is arranged to receive the first 
communication data KD1 received by the first interface means 1 1 and the second 
communication data KD2 received by the second interface means 12. 

The calculating stage 14 carries out a processing program in which the 
communication data KD1 or KD2 received or to be supplied are processed and, if applicable, 

30 third communication data KD3 are stored in the memory stage 1 5. Since the smart card 3 is 
used as a bank card for the withdrawal of cash from the automated-teller machine (write/read 
station 1) the third communication data KD3 stored in the memory stage 15 are partly strictly 
secret. The speed with which the processing program is executed by means of the calculating 
stage 14 is defined by a processing clock VT applied to the calculating stage 14. 
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The data carrier 4 further has a first clock derivation stage 16 to \yhich the 
clock signal TS can be applied, which clock signal is supplied by the write/read station 1 via 
a contact of the contact pad 6 and which is symbolically included in the first communication 
signal KS1 . The first clock derivation stage 16 is adapted to derive a first clock signal TS1 
5 having a first clock frequency from the clock signal TS applied to it Here, deriving a clock 
signal is to be understood to mean that the frequency of the received clock signal TS is 
multiplied (for example, doubled, tripled, ....), reduced (for example, halved, divided by 
three, . . ..) but also that it is left unchanged and output as the first clock signal TS1. 

The data carrier 4 further has a second clock derivation stage 17 to which the 
10 second communication signal KS2 can be applied by the second interface means 12. The 
second clock derivation stage 1 7 is adapted to derive a second clock signal TS2 having a 
second clock frequency from the second communication signal KS2. 

The data carrier 4 further has clock generation means 1 8 adapted to generate 
an internal third clock signal TS3 which is independent of the first communication signal 
1 5 KS 1 and the second communication signal KS2. The third clock signal TS3 has a third clock 
frequency. 

The data carrier 4 further has a clock selection stage 1 9 arranged to receive the 
first clock signal TS1 supplied by the first clock derivation stage 16, the second clock signal 
TS2 supplied by the second clock derivation stage 17, and the third clock signal TS3 

20 generated by the clock generation means 18. The clock selection means 19 is now formed by 
a switch, whose switch position is defined by switch information SI supply by the 
calculating stage 14. Depending on the switch information SI either the first clock signal 
TS1, the second clock signal TS2 or the third clock signal TS3 is applied to the calculating 
stage 14 as the processing clock VT. 

25 The data carrier 4 further has a voltage supply stage 20 adapted to energize all 

the stages and means of the data carrier 4 with a supply voltage VU. For this purpose, the 
first supply voltage VI received by the first interface means 1 1 and symbolically included in 
the first communication signal KS1 as well as a second supply voltage VU2 from the second 
interface means 12 can be applied to the voltage supply stage 20. The second supply voltage 

30 VU2 is generated by the second interface means 12 by rectification of the second 

communication signal KS2, as is common practice. The voltage supply stage 20 supplies 
either the first supply voltage VU1 or the second supply voltage VU2 to the stages and means 
of the data carrier 4 as the supply voltage VU. 
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The data carrier 4 further has reset means 21 adapted to reset the processing by 
the calculating stage 14. As is common usage, resetting is to be understood to mean that the 
processing program executed by the calculating stage 14 is interrupted and the execution of 
the processing program is restarted from the beginning of the processing program. All the 
5 communication data KD1, KD2 and KD3 just processed by means of the calculating stage 
14 are then rejected, which may lead to a loss of data but in any case leads to a loss of 
processing time. After a reset of the calculating stage 14 the calculating stage 14 requires a 
few 100 microseconds of processing time before the processing program has returned to a 
state in which processing of the communication data KD1 and KD2 received from the 

1 0 write/read station 1 or the transmitting/receiving station 2 can be started. 

The first reset information RI1 received from the write/read station 1 via the 
contact pads 6 and 7 and contained in the first communication signal KS1 can be applied 
from the first interface means 1 1 to the reset means 21 . Furthermore, second reset 
information RI2 generated by the second interface means 12 can be applied to the reset 

15 means 21 . The second interface means 12 generate the second reset information RI2 when, 
for example, an unexpected condition has occurred in the execution of the second 
communication protocol and the second communication data KD2 applied to the calculating 
stage 14 should be rejected. Third reset information RI3 can be applied to the reset means 21 
by the voltage supply stage 20 when neither the first supply voltage VU1 nor the second 

20 supply voltage VU2 have an adequate voltage value for the energization of the means and the 
stages of the data carrier 4 with the supply voltage VU. 

The data carrier 4 now includes a first frequency sensor 22 which is adapted to 
supply first frequency reset information RI4 to the reset means 21 when the frequency FKS1 
of the first communication signal KS1 decreases below a first lower frequency threshold FU1 

25 or exceeds a first upper frequency threshold FOl . The data carrier 4 further includes a second 
frequency sensor 23 which is adapted to supply second frequency reset information RI5 to 
the reset means 21 when the frequency FKS2 of the second communication signal KS2 
decreases below a second lower frequency threshold FU2 or exceeds a second upper 
frequency threshold F02. 

30 The reset means 21 are now adapted to reset the processing by the calculating 

stage 14 when the first clock signal TS1 is applied to the calculating stage 14 as processing 
clock VT and the first frequency reset information RI4 is received, or when the second clock 
signal TS2 is applied to the calculating stage 14 as processing clock VT and the second 
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frequency reset information RI5 is received. This will be elucidated with reference to the 
following example of use of the data carrier 4 shown in Fig. 1 . 

Fig. 2 A represents the frequency FKS1 of the clock signal TS, contained in the 
first communication signal KS1, as a function of time and Fig. 2B represents the first 
5 frequency reference information RI4, supplied by the first frequency sensor 22, as a function 
of time. Fig. 2C represents the frequency FKS2 of the second communication signal KS2 as a 
function of time and Fig. 2D represents the frequency reference information RI5, supplied by 
the first frequency sensor 23, as a function of time. Fig. 2E shows reset information RI6 as a 
function of time as a function of time, which reset information is supplied by the reset means 

10 21 after evaluation of the reference information RI1 to RI3 and the frequency reference 
information RI4 and RI5 and causes the processing by the calculating stage 14 to be reset. 

In the example of use it is assumed that the user inserts the smart card 3 into 
the write/read station 1 at an instant tl and the contacts of the contact pads 6 and 7 enter into 
contact with one another. Subsequently, the write/read station 1 supplies the first 

1 5 communication signal KS 1 to the data carrier 4, which initially only contains the first supply 
voltage VU1, which is applied as the supply voltage VU to the stages and means of the data 
carrier 4 by the voltage supply stage 20. When an adequate supply voltage VU is present the 
voltage supply stage 20 terminates the supply of the third reset information RI3. 

Since initially the first communication signal KS1 does not contain a clock 

20 signal TS the first frequency reset information RI4 is applied to the reset means 21 by the 
first frequency sensor 22. As the second communication signal KS2 is not received until an 
instant t2 the second frequency sensor 23 supplies the second frequency reset information 
RI5 until the instant t2, upon which the rest means 21 supply the reset information RI6 in 
order to reset the processing by the calculating stage 14. 

25 As a result of this, the advantage is obtained that until the instant t2 the 

processing of any false first communication data KD1 not transmitted by the write/read 
station 1 is precluded. Moreover, this also precludes the detection of the, sometimes secret, 
third communication data KD3, which are stored in the memory stage 15, by a hacker. 

It is to be noted that the reset means 21 also supply the reset information RI6 

30 for resetting the processing by the calculating stage 14 when the internally generated third 
clock signal TS3 is supplied to the calculating stage 14 as the processing clock VT and both 
the first frequency reset information RI4 and the second frequency reset information is 
received. 



PHAT000026 ' " 

9 01.03.2001 
This has the advantage that when a communication signal KS1 or, KS2, from 
which a clock signal TS 1 or TS2 could be derived, is received neither via the first interface 
means 1 1 nor via the second interface means 12 and, consequently, no regular contactless or 
contact-bound communication with the write/read station 1 or the transmitting/receiving 
5 station 2 takes place, the reset means 21 reset the calculating stage 14 and thus preclude 
hacking of processed or stored communication data KD1, KD2 and KD3. 

At the instant t2 the transmitting/receiving station 2 is activated and transmits 
the communication signal KS2. Thereupon, the second clock derivation stage 17 supplies the 
second clock signal TS2 to the clock selection stage 19. Since the second clock frequency of 

10 the second clock signal TS2 lies between the second upper frequency threshold F02 and the 
second lower frequency threshold FU2 the second frequency sensor 23 terminates the supply 
of the second frequency reset information RI5 at the instant t2. 

Subsequently, the reset means 21 terminate the supply of the reset information 
RI6 to the reset means 21, upon which the calculating stage 14 supplies the switch 

15 information SI to the clock selection stage 19 in order to define the internal third clock signal 
TS3 as the processing clock VT for the execution of a so-called boot sequence of the 
processing program. Upon completion of the boot sequence the calculating stage 14 supplies 
the control information SI to the -clock selection information 19, in order to supply the second 
clock signal TS2 to the calculating stage 14 as the processing clock VT, Thereupon, the 

20 clock generation means 1 8 terminate the generation of the third clock signal TS3, which 
reduces the power consumption in the data carrier 4. 

Since after completion of the boot sequence the second clock signal TS2 is 
now applied to the calculating stage 14 as the processing clock VT and the second frequency 
sensor 23 does not supply second frequency reset information RI5 to the reset means, the 

25 reset means 21 no longer supply any reset information RI6 to the calculating stage 14, upon 
which a contactless communication of second communication data KD2 with the 
transmitting/receiving station 2 begins. The write/read station 1 then subsequently uses the 
first supply voltage VU1 as the supply voltage VU, because it has a stable voltage value. 

This has the advantage that both a part (first supply voltage VU1) of the first 

30 communication signal KS1 received by the first interface means 1 1 and parts (second 

communication data KD2, derived second clock signal TS2) of the second communication 
signal KS2 received by the second interface means 12 can be processed simultaneously. The 
additional advantage is obtained that, when a clock signal TS1 or TS2 which lies within the 
upper and lower frequency thresholds FOl, F02, FU1 and FU2 and is applied to the 
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calculating stage 14 as the processing clock VT, processing of transferred communication 
data KD1 or KD2 is enabled. 

In the present example of use it is further assumed that from an instant t3 a 
hacker who has gained access to a write/read station 1 supplies a clock signal TS of very low 
5 frequency in the first communication signal KS 1 to the data carrier 4. The hacker thus 

attempts to use the clock signal TS of very low frequency as the processing clock VT for the 
calculating stage 14 in order to hack the communication data processed and stored in the data 
carrier 4 by means of a so-called voltage contrast analysis method. In this analysis method 
changes of the potentials at potential at particular positions of the integrated circuit of the 

10 data carrier 4 are determined with the aid of the electron microscope. However, this is 
possible only when the processing program is carried out very slowly and the potentials 
appear long enough at the individual positions of the integrated circuit to allow these 
potentials to be determined. 

After the instant t3 the first frequency sensor 22 still supplies the first 

15 frequency reset information RI4 to the reset means 21 because the frequency of the clock 
signal TS is below the first lower frequency threshold FU1 . The reset means 21 therefore 
further detect that the second clock signal TS1 supplied to the calculating stage 14 as the 
processing clock VT is within the second upper frequency threshold F02 and the second 
lower frequency threshold FU2 and consequently no longer supply any reset information RI6 

20 to the calculating stage 14. 

This has the advantage that the processing of the second communication data 
KD2 received by the transmitting/receiving station 2 via the second interface means 12 is not 
interrupted although the clock signal TS of very low frequency is fed into the data carrier 4 
via the first interface means 1 1 . Thus, an unnecessary interruption of the processing is 

25 avoided and processing time (a few 100 microseconds) is saved while the security of the 
communication data KD1, KD2 or KD3 processed in the data carrier 4 remains the same. 

At the instant t4 the hacker stops the supply of the low frequency clock signal 
TS in the first communication signal KS1 and at an instant t5 the communication of the 
second communication data KD2 with the transmitting/receiving station 2 is terminated. 

30 Owing to the absence of the second clock signal TS2 from the instant t5, which clock signal 
is defined as the processing clock VT in accordance with the control information SI, the reset 
means 21 supply the reset information RI6 to the calculating stage 14 as of the instant t5. 

From an instant t6 the clock signal TS is received in the first communication 
signal KS1 at the corresponding contact of the contact pad 7, which clock signal has a clock 
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frequency which is too high as a result of a problem in the write/read station 1 . The 
calculating stage 14 supplies the switch information SI to the clock selection stage 19 in 
order to define the second clock signal TS2 as the processing clock VT and to prepare for the 
processing of the first communication data KD1 received from the write/read station 1. 
5 The first frequency sensor 22 also supplies the first frequency rest information 

RI4 to the reset means after the instant t6 until an instant t7 s because the first clock signal 
TS 1 has a clock frequency above the first upper frequency threshold FOl . Thereupon, the 
reset means 21 also supply the reset information RI6 to the calculating stage 14 after the 
instant t6 until the instant t7. 

10 This has the advantage that the reset means 21 preclude a processing of the 

received first communication data KD1 at too high a processing clock rate VT, which 
because of timing problems of the memory means 15 or other stages and means of the data 
carrier 4 could lead to an undefined processing state of the processing program of the 
calculating stage 14. This undefined processing state could otherwise be used by a hacker in 

15 order to detect secret first, second or third communication data. 

At the instant t7 the first communication signal KS1 with the clock signal TS 
is now received, which clock signal is now within the first upper frequency threshold FOl 
and the first lower frequency threshold FU1, for which reason the supply of the first 
frequency reset information RI4 by the first frequency sensor 22 is terminated. Thereupon, 

20 the boot sequence is now carried out again with the third clock signal TS3 as the processing 
clock rate VT. Subsequently, the first clock signal TS1 is defined as the processing clock rate 
VT and the calculating stage 14 processes the first communication data KD1 received with 
the first interface means 1 L At an instant t8 the communication of the data carrier 4 with the 
write/read station 1 stops and the user of the smart card 1 removes the smart card 3 from the 

25 write/read station 1 . 

The example of use of the data carrier 4 illustrates that as a result of the 
provision of the frequency sensors 22 and 23 for the interface means 1 1 and 12 the data 
carrier 4 is adapted to provide parallel communication with the write/read station 1 and with 
the transmitting/receiving station 2 and that the calculating stage 14 always processes 

30 communication data KD1, KD2 or KD3 when this is possible without any security risk on 
account of a suitable processing clock rate VT. 

It is to be noted that it is also possible to apply the clock signals derived by the 
clock derivation stages to the frequency sensors in a data carrier in accordance with the 
invention in order to check whether the clock signals are within given frequency thresholds. 
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This data carrier would have the same advantages as described for the data carrier 4 in the 
example of use of Fig. 1. 

It is to be noted that the reset means 21 could also inhibit the supply of the 
reset information RI6 to the calculating stage 14 when the internally generated clock signal 
5 TS3 is applied to the calculating stage 14 and both the first frequency reset information RI4 
and the second frequency reset information RI5 are applied to the reset means 21. 

This would have the advantage that it is not necessary to wait for the time of a 
few 100 microseconds required for a so-called power up after a reset of the calculating stage 
14 until the calculating stage 14 is again ready for the processing of communication data. 
10 Thus, the transmitting/receiving station 2 or the write/read station 1 can immediately start the 
communication with the data carrier, which has the advantage that a more rapid 
communication is possible. 

It is to be noted that a data carrier in accordance with the invention may also 
include three or more interface means for the communication. Each of said interface means 
1 5 then has an associated frequency sensor to monitor the communication signal received by the 
relevant interface means or a clock signal derived from this communication signal. 

It is to be noted that alternatively one common frequency sensor may be 
provided for two or more interface means when communication via these interface means 
never takes place at the same time. 
20 It is to be noted that upon completion of the boot sequence with the internally 

generated clock signal as the processing clock rate a data carrier in accordance with the 
invention could supply always the same switch information SI to the clock selection stage in 
order to define a given clock signal (for example, the first clock signal from the first clock 
derivation stage) as the processing clock. When the frequency sensor which monitors the 
25 clock signal thus defined supplies frequency reset information the reset means will supply the 
reset information to the calculating stage to reset the processing although perhaps another 
clock derivation stage supplies another clock signal within the frequency thresholds. This is 
advantageous because this other clock signal has not been defined as the processing clock. 

It is to be noted that a frequency sensor which monitors the upper frequency 
30 threshold FO and the lower frequency threshold may be formed by, for example, a low-pass 
filter and a frequency sensor which only monitors the lower frequency sensor. The low-pass 
filter then removes all the frequency components of the communication signal above the 
upper frequency threshold FO. Such a frequency sensor may be of an analog type but also of 
a digital type. 



